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Introduction

At Southern Water we strive to 
achieve the highest quality standards 
in everything we do. Whether it’s the 
quality of our drinking water or the 
regulatory performance information 
we publish on our website, we want 
to make sure that our customers 
can trust us to deliver what matters 
to them most. 

This has been a particular area of focus for us 
over the past few years because we discovered 
in 2016 that we had not been living up to our 
own expectations in relation to our regulatory 
reporting to Ofwat (see Context section below).

The quality of the regulatory information 
we publish is important because it helps to 
give our customers and other stakeholders 
confi dence that we’re being open and honest. 
Not only about where we’re delivering on our 
commitments to them, but also where we’re not.

To help to secure this confi dence, we use 
assurance to thoroughly test information we 
publish in a manner that is independent and 
verifi able. Our Board oversees this process 
through the governance and assurance 
framework that we’ve improved and reinforced 
in the last few years.

This document presents the fi ndings of our 
Risks, Strengths and Weaknesses review and 
Draft Assurance Plan for our performance 
reporting in relation to the 2019-20 fi nancial 
year and for some annual reporting for the 2019 
calendar year. Both are key elements of our 
annual assurance cycle. Under their governance 
principles, Ofwat expects all regulated 
companies to publish these. The Statement 
of Risks, Strengths and Weaknesses set out 
in this document has been developed using 

the feedback received from our customers 
and stakeholders about the information we 
provide. It also takes into account our own 
assessment of risks to our ability to provide 
information that they can trust.

This consultation document sets out our initial 
assessment of where assurance will be most 
important in the coming reporting year (for 
2019-20). We welcome views on this and in 
particular: what regulatory information is most 
important to our customers; the level of risk 
associated with that information; and whether 
our proposed assurance plans are appropriate 
to mitigate those risks.

Assurance is rarely able to provide absolute 
certainty over the quality of reported 
information, however, we aim for the assurance 
that we perform and commission to provide 
our internal and external stakeholders with 
suffi  cient comfort over the robustness and 
quality of the information that we report. 

This document is one of three relating to 
assurance that we publish during the year as 
part of our annual reporting for customers, 
stakeholders and regulators:

•  Statement of Risks, Strengths and 
Weaknesses and Draft Assurance Plan for 
consultation (this document, published in 
November)

•  Final Assurance Plan (March) which takes 
on board comments from the consultation 
on the Statement of Risks, Strengths and 
Weaknesses and Draft Assurance Plan

•  Data Assurance Summary (in July in parallel 
with our Annual Performance Report)

All three documents focus on the quality of 
our information reporting and governance. 
They can be found at southernwater.co.uk/
our-reports.

Data Assurance Summary 
Annual Performance Reporting
2018–19
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1.    How to respond  
to this consultation

We welcome the views of our 
customers and our stakeholders. 
If you would like to respond to this 
consultation, please answer the 
following questions after reading  
this document:

Q1:    Are there any risks or areas of concern 
that you feel have not been identified and 
that should drive our assurance plan?

Q2:   Does our plan provide sufficient 
assurance to our identified areas of risk? 
If not, what improvements could we 
make?

Q3:   Do you have any other comments?

The consultation will remain open until  
31 January 2020.

Responses can be emailed to regassurance@
southernwater.co.uk or can be sent to our 
Head of Business Assurance at:

Head of Business Assurance 
Risk and Compliance Directorate 
Southern House 
Yeoman Road 
Worthing 
West Sussex 
BN13 3NX
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2.1.  Wastewater treatment 
compliance and strengthening 
our wastewater reporting  
to the EA and Ofwat

As previously reported, since June 2017, our 
wastewater treatment compliance has been 
under investigation by Ofwat due to breaches 
of our licence conditions and statutory 
obligations during the period from 2010 to 
2017. We fully supported these investigations 
and completed our own internal review, which 
highlighted failures of people, processes and 
systems during that time. 

We are also subject to an ongoing 
investigation by the Environment Agency 
that started in July 2016. Their investigation 
focuses on the historic performance of certain 
wastewater treatment sites and the reporting 
of relevant compliance information. The EA has 
recently confirmed its intention to prosecute us 
in relation to this investigation. 

The Ofwat investigation has since resulted 
in Ofwat taking enforcement action against 
us. To reflect the seriousness of the breaches 
identified, Ofwat issued a Final Notice and 
imposed a financial penalty of £3 million, 
details of which were initially published in June 
2019. In addition, we have agreed to make 
significant customer bill rebates, totalling 
£122.9 million (in 2017–18 prices), between 
2020–25, in recognition of our failure to meet 
the expectations of our customers and wider 
stakeholders, as well as our regulators.

On 8 October 2019 we signed the final formal 
undertakings schedule in relation to  
the numerous changes we have put in place, 
and are putting in place, to ensure that the 
issues identified in the investigation have  
been stopped and cannot be repeated.   
The undertakings are grouped under the 
following headings:

•  Customer redress measures

•  Technical review of Wastewater Treatment 
Works

•  Organisational compliance process 
measures

•  Organisational cultural change measures

•  Ensuring transparency

•  Board Governance Assurance (Condition I 
certificate Assurance Undertaking) 

•  Reporting on compliance with the 
Undertakings.

2. Context

The transparency undertaking specifically 
considers the need to rebuild the trust and 
confidence of customers by requiring us to 
publish our environmental performance on  
our website within six months, including:

•  pollution incidents;

• flow and spill reporting;

•  wastewater treatment works final effluent 
compliance;

• regional bathing water compliance results;

• emissions; and

• river levels.

These undertakings are subject to a formal 
assurance regime which will be reported to 
both our Audit Committee and to Ofwat on 
a regular basis. We have also committed to 
involve our customers in the process through 
engagement with our Customer Challenge 
Group (CCG) and as part of our regular 
engagement with customers. Additional 
information on the investigation can be 
accessed in the Ofwat investigation report, 
which can be viewed at the following link: 
ofwat.gov.uk/wp-content/uploads/2019/06/
Notice-of-Ofwats-proposal-to-impose-
a-penalty-on-Southern-Water-Services-
Limited-1.pdf.

A set of customer and stakeholder FAQs has 
been uploaded to our website to provide clear 
information about the key points raised by the 
investigation and can be found at southernwater.
co.uk/our-performance/working-with-ofwat-to-
make-amends-to-our-customers.

2.2.  Ofwat’s Company Monitoring 
Framework

Ofwat introduced the Company Monitoring 
Framework (CMF) in 2015 to encourage 
companies to conduct high quality assurance 
of the information that they produce. The CMF 
allowed Ofwat to assess the approaches to 
assurance and the quality of information they 
provide about their performance to customers 
and stakeholders.

Customers and local communities take an 
active interest in how their water company 
is performing and Ofwat are evolving their 
approach to performance monitoring to 
ensure they are able to assess companies’ 
performance in the round (including financial 
and operational performance, company 
governance and culture). This is an important 
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new board leadership principles, Ofwat are 
also looking closely at what actions Boards 
are taking to ensure accurate and accessible 
information is provided about company 
performance.

Ofwat expect companies to continue to 
strive for best practice in their assurance 
arrangements, and they expect all companies 
to adopt as a minimum the requirements 
established by the ‘targeted’ category under 
the Company Monitoring Framework, these are 
shown at Table 1.

element of their new strategy launched in 
Autumn 2019. 

In the meantime, Ofwat will not publish 
further CMF assessments, but will continue 
to scrutinise and challenge companies’ 
approaches to data quality and assurance of 
their performance reporting.

This year, as part of the 2019 price review 
process, Ofwat have assessed the quality 
of information included in companies’ 
business plans, including information on 
their performance since 2015. Through their 

Table 1: Ofwat Minimum requirements for all companies

Activity Requirement Comment

Engagement on 
risks, strengths and 
weaknesses exercise

Companies should carry out an exercise each year 
to consider these aspects in order to target areas to 
improve. This should consider both data assurance and 
how companies provide assurance to customers more 
generally.

Southern Water maintains ongoing dialogue with its 
customers and stakeholders.

Outcomes from these discussions are considered when 
pulling these documents together. We have specific 
input from our Customer Challenge Group and the 
Environment Agency around our work on becoming 
more transparent about our environmental performance.

Publish risks, 
strengths and 
weaknesses 
statement

Companies should complete and publish statements on 
their risks, strengths and weaknesses exercise.
All statements should be published before 30 November 
each year.

In line with previous years this will be published and 
available on our website by 30 November.

Publish draft 
assurance plans

Companies need to complete the risks, strengths 
and weaknesses exercise before they publish draft 
assurance plans. 

The Draft Assurance Plan should include any areas that 
are targeted based on this exercise.

In line with previous years this will be published and 
available on our website by 30 November.

Engagement on 
assurance plans

Companies should proactively engage with 
stakeholders, giving them the opportunity to provide 
comments on draft assurance plans.

Our Draft Assurance Plan includes details of how to 
respond to the document and we will proactively seek 
responses from key stakeholders.

Publish final 
assurance plans

Companies publish final assurance plans, providing 
responses to any comments they have received.

We publish our final assurance plans on our website 
each year which can be found at southernwater.co.uk/
our-story/final-assurance-plan

Other requirements Companies should provide:

•  transparency on the audit procedures they have put in 
place in relation to data assurance; and

•  a summary of the outcome of the data assurance that 
has been carried out.

We publish our Data Assurance Summary on our website 
each year which can be found at southernwater.co.uk/
our-performance/reports/annual-reporting

2.3.  Our Business Plan for  
the Period 2020–25 

The final confirmation of our business planning 
for the period 2020-25 is captured as part 
of the Final Determination which is due to 
be issued by Ofwat in December 2019. This 
follows on from the draft determination that we 
received in July 2019. 

The Final Determination will introduce a 
new set of performance commitments to 

the business and associated with these 
commitments will be pre-determined financial 
incentives based on their achievement.  We 
will ensure that we can effectively report our 
performance against these and have identified 
the risks and controls that we have adopted to 
support the provision of accurate information 
about our performance.

The development of these processes has 
already commenced, and a key aspect of our 
regulatory assurance work in the remainder 
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of 2019-20 and 2020-21 will be auditing these 
processes and ensuring that effective risks and 
controls have been identified and have been 
embedded within our reporting cycles.

Initial Assessment of Plans (IAP) was carried 
out by Ofwat in March 2019 and the business 
has agreed to a range of plans that are 
reported to Ofwat as a requirement of our 
AMP7 business plan process. The plans cover 
a range of areas including:

• Performance commitment monitoring

• Incident monitoring

• Resilience

• Drainage and wastewater management

The IAP plans build on other activity within the 
business, and includes activity that was also 
part of the Ofwat Freeze/Thaw Action plan.

2.4.  Improving Enterprise Risk 
management and Resilience

As part of our IAP commitments mentioned 
above, we need to build trust and confidence 
through maintaining service levels for 
customers in the longer term, or in the face 
of shocks or unexpected events. Resilience 
is the capacity of an organisation to plan for 
and adapt to change or disruption through 
anticipation, protection, responsive capacity 
and recoverability.

The water sector placed a high emphasis on 
resilience in their business plans for the period 
2020-25 with Ofwat’s focus on ‘Resilience in 
the Round’ launched in September 2017 and its 
subsequent assessment of that as part of the 
business planning process.

This has been accompanied by a number of 
high profile shocks and stresses across sectors 
and countries that have caused significant 
disruption, heightening the importance of 
resilience in the eyes of public authorities, in 
particular, the recent Freeze/Thaw event for 
water companies that took place in February 
and March 2018. 

In light of the unexpected nature of such 
events, resilience focuses on ‘shocks, stresses 
and scenarios’ with a systems approach 
considering interdependencies and effective 
response, recovery and communication.

Southern Water is committed to driving 
improved resilience and has developed a 
Resilience Action Plan with KPMG which was 

submitted to Ofwat on 22 August 2019. The 
plan is now being delivered and contains a 
number of deliverables to December 2021 with 
the following supporting our efforts to change 
performance:

•  Delivering the transformational 
programmes that address lessons 
learnt from past failures (linking to the 
Performance Commitment Monitoring and 
Continuous Ofwat IAP Action Plan);

•  Deploying our system of systems approach 
across all resilience areas to deal with 
interconnectivity and cascading impacts, 
improving overall service resilience;

•  Fostering a culture through our leadership, 
training and communications that 
understands resilience and looks to 
anticipate, plan and prepare for resilience 
shocks and stresses; and aligned to our 
company values and our focus on ethical 
decision making; 

•  Applying our new resilience framework, 
processes and systems to improve our 
understanding, active management, 
monitoring and reporting of resilience 
across financial, corporate and operations 
in a systematic way;

•  Strengthening the governance and 
assurance of resilience controls to ensure 
they are deployed as intended.
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3.1. Customer engagement

We are working closely with our customers 
through our existing Customer Action Group 
and Customer Challenge Group (CCG). We’ve 
been working closely with them both on how 
we will deliver the requirements of our Ofwat 
undertakings with a real focus on the need to 
rebuild the trust and confidence of customers 
by requiring us to make publicly available on a 
website our environmental performance. Both 
groups are being consulted and feed into our 
approach to improving the transparency of our 
environmental performance.  

3.2.  Stakeholder and regulator 
engagement

The role of our regulators including Ofwat, 
the Drinking Water Inspectorate (DWI), the 
Environment Agency (EA), and the Consumer 
Council for Water (CCWater) are of paramount 
importance to the effective operation of the 
water industry. It is critical that conversations 
on performance between water companies 
and our customers and other stakeholders 
are underpinned by accurate information. It’s 
therefore key for us to understand regulators’ 
concerns and work with them effectively.

Employees at all levels of the company 
meet with our regulators routinely to share 
information. We believe that strong working 
relationships are crucial to helping us meet our 
regulators’ requirements, so we are pleased 
that we are building on our many positive 
consultations and exchanges with them. 

3.2.1. Drinking Water Inspectorate 

We are working to improve the transparency 
of data and robustness of reporting through 
our Water First initiative. This is a risk-based 
programme of improvement being delivered 
collaboratively between our Risk and 
Compliance directorate, Wholesale Water 
Services directorate and our IT team.

Water First includes conducting a risk based 
review of the monitoring, procedures, and 
manual intervention involved in all critical 
information systems in relation to the 
management and reporting of our water quality 
business performance. As part of Water First 
we have carried out an end-to-end risk-based 
review of:

•  Water Supply Works online water quality 
monitoring instrumentation and other 
monitoring infrastructure

• Water apparatus measuring flow

3.  Continuous customer and  
stakeholder engagement

• Network communications IT infrastructure

• Core information management systems

• Data and information management

Using the information gathered, our improvement 
plans have been finalised and delivery of a 
programme of asset and IT improvements has 
begun and will continue through to 2025. This 
programme of work has been designed in co-
operation with the DWI, and allows us to provide 
greater transparency and consistency in our 
corporate reporting and deliver a stable and 
sustainable platform upon which to manage 
performance within the business. This work is  
within scope of our Section 19 Information 
Management Undertaking with the DWI which 
formalises this element of our programme.

3.2.2. Environment Agency

As mentioned above the EA has recently 
confirmed its intention to prosecute us in relation 
to the historic performance of certain wastewater 
sites. The EA’s investigation into the reporting of 
relevant compliance information is ongoing. We 
are working proactively with the EA to assist them 
and bring about a resolution to these matters.  
We are also in the process of delivering a range 
of initiatives to improve our wastewater treatment 
compliance and wider compliance performance 
and culture. These initiatives are within scope  
of the legal commitments we have made with  
Ofwat on the back of its investigation (see  
Section 2.1 above). Progress and effectiveness  
of this programme of activity is being reported  
to our regulator and independently assured.  
The details of the EA prosecution or the findings 
of the ongoing EA investigation are not known  
at this time. 

Our assurance plans have been shared with the 
EA and we have specifically included items within 
our Draft Assurance Plan in response to input from 
them. We have an agreed improvement priorities 
with the EA to improve how we measure and 
report abstraction; this is reflected in our Draft 
Assurance Plan.

In addition we have responded to the items raised 
in the ‘Southern Water WRMP14 2019 annual 
review’ which was sent to Southern Water by 
Department for Environment Food and Rural 
Affairs (Defra), EA and Ofwat. This review has 
focused on our performance in relation to water 
supply works outage, underperformance against 
our five year leakage target and potential supply-
demand imbalance. This regulatory scrutiny has 
prioritised our work on regulatory reporting and is 
now reflected in our Draft Assurance Plan. 
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In developing our approach to 
identifying our risks, strengths and 
weaknesses we consider a range of 
factors and assess their impact on our 
customers, our stakeholders and our 
business as a whole. 

The formality of that assessment is being 
enhanced. The figure below summarises our 
assessment of risks, strengths and weaknesses 
associated with providing quality information 
and delivering our regulatory obligations and 
performance commitments we have made to our 
customers and stakeholders as part of our  
Business Plan for 2020-25.

4.  Risks, strengths  
and weaknesses

In order to continue to build confidence that 
we can deliver on the commitments we have 
made to our regulators and customers we have 
now built a ‘Regulatory Commitment Delivery’ 
aspect into our assurance planning to ensure 
that our critical regulatory commitments are at 
the core of our assurance approach.

Examples of the commitments that we are 
including for our thematic assurance under 
our ‘Regulatory Commitment Delivery’ are 
assurance over our undertakings with Ofwat 
and the DWI, and the delivery of our Ofwat IAP 
action plans. This assurance activity broadens 
the scope of our assurance away from the risk 
of misreporting to wider programme delivery 
across all aspects of the business, including IT, 
operational improvements and capital delivery. 

Figure 1: How we develop our Draft Assurance Plan  

Inputs

Draft Assurance Plan

Final/Granular Assurance Plan

Consultation

Areas of Risk and Focus
Specific Areas of Weakness

SW
Transformation

Governance 
and 

Assurance 

Business Plan

Ongoing
Customer and
Stakeholder
Engagement

Modern
Compliance
Framework

Performance
Monitoring

Input Outcomes:
Assurance findings

Strong/poor performance
Feedback

Process improvements
Register of Obligations

Regulatory 
Requirements

Regulatory
Commitment

Delivery
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4.1. Areas of risk

This section sets out those areas where either 
data errors, or other failures or oversights, 
could have the greatest impact on our 
customers, and in turn on their trust and 
confidence in us. These are the areas which  
we will continue to focus on in our Draft 
Assurance Plan:

•  Maintaining high-quality regulatory and 
statutory reporting across our commitments 
in an accurate and timely manner.

•  Meeting the stringent assurance and 
reporting requirements for the next five-
year business plan, including ensuring 
action plans that we have agreed with our 
regulators around our business plan. This 
will include ensuring that our assurance 
approach meets the business and regulatory 
requirements for the period 2020-25. 

•  Continuing to embed effective first 
and second line assurance across our 
processes that support regulatory reporting 
requirements helping to embed trust and 
confidence in the information we report.

•  Ensuring we respond in an effective 
and timely manner to feedback from our 
regulators both on their concerns and new 
requirements.

•  Meeting the requirements of undertakings 
or other commitments that we have entered 
into with our regulators.

•  Ongoing transformation within the business 
and ensuring the continuity in our reporting 
arrangements.

•  Ensuring that the delivery model(s) that we 
adopt for the commitments we have made 
are robust.

4.2. Areas of strength

This section identifies those areas where we 
have identified strengths within our business 
that we will continue to build on and that form 
the basis of building trust and confidence in the 
information that we provide. We rely heavily on 
the outputs of our assurance work to identify 
where we have made improvements and where 
we are developing strength in our reporting 
processes:

4.2.1. Improved governance

•  Board focus and oversight of risk and 
assurance activity via our Audit and Risk 
Committees.

•  Our transformation agenda to ensure we 
are delivering a resilient water future for 
customers in the South East.

•  Our internal and external performance 
monitoring regimes to identify areas of 
focus and success.

•  Improved quality and transparency in 
respect of our reporting in our Annual 
Report and on our website.

•  Continuous engagement with our 
stakeholders and regulators and more 
collaborative relationships, which include 
regular updates on compliance and 
performance with our Customer Challenge 
Group (CCG).

•  The embedding of our Modern Compliance 
Framework, that brings together:

–   Our Register of Obligations and policy 
framework

–   Our values, our Ethical Business 
Practices and our Code of Ethics

–   End-to-end process reviews, in particular 
around our regulatory reporting 
processes

–   Our regulatory assurance and 
improvement activity.

4.2.2. Risk and compliance

•  We are improving our risk management 
processes and we are enhancing our 
resilience capability and this is overseen by 
our Board Risk Committee.

•  We have a monthly Executive Leadership 
Team meeting focused on risk and 
compliance.

•  Quarterly Executive Leadership Team 
risk session to challenge and update our 
corporate risks, supported by risk sessions 
at directorate leadership meetings.
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4.2.3.  Assurance

•  Our assurance framework – we have 
revisited and improved our approach 
to assurance planning and delivery and 
include effective oversight of our assurance 
processes and outcomes via our Board 
Audit Committee.

•  We co-ordinate our assurance across the 
business and we supplement our in-house 
resources with external specialist providers 
when needed.

•  Robust tracking of assurance and 
improvement actions.

•  A continuous improvement programme 
for annual assurance which includes data 
returns to Ofwat, the DWI, EA and CCWater. 

4.3. Areas of weakness

We now have robust governance and 
assurance and improving risk management 
arrangements in place on an ongoing basis. 
Our processes highlight points of detail 
which we address in the spirit of continuous 
improvement, to enhance the robustness of 
our data and the quality of information we 
provide to customers and stakeholders.  
This section details these weaknesses and the 
arrangements we have in place to strengthen 
our performance.

Table 2:  Areas of weakness and mitigating actions

Potential Weakness Action to address

Guaranteed Service Standards – our assurance processes have 
identified the need to make improvements in our processes to 
ensure compliance with the GSS scheme.

A business improvement opportunity has been identified and is 
being led by our Director of Customer & Commercial Services and is 
being reported to the Audit Committee.

Changes to our customer delivery model service area should 
lead to long-term improvements, but there is the challenge of 
maintaining high levels of performance and reporting whilst 
changes are embedded.

It is expected that full embedment of changes arrangements will 
not be effective until the end of 2019.  Given the impact that our 
customer contract has on our reporting this is considered a high risk 
area for assurance.

Fragility of our information management systems and the 
complexity of processes which underpin some of our difficulties in 
reporting our performance.

A significant IT transformation is taking place and will remain 
ongoing for some time. Much of this work is subject to our S19 
Information Management Undertaking with the DWI and progress is 
reported on a quarterly basis. In addition these improvements are 
part of our Ofwat IAP action plans. 

Detailed end to end process reviews have identified complex 
data flows which require simplification and additional controls, 
improvements to IT systems and data accuracy.

We have completed process mapping of high risk areas and in 
response to undertakings with our regulators.  As well as identifying 
potential improvements to processes they are providing clarity 
on the controls supporting the production of reporting and are 
facilitating first line control monitoring of the effectiveness of these 
controls.

A previous lack of clarity of roles and responsibilities in our first and 
second lines of assurance.

Our process work provides clarity on the roles and responsibility 
of the first and second lines of defence and these are built into our 
assurance approach and reporting improvement activity.

A need to reinvigorate our overall framework for regulatory 
reporting including training supported by ethical business practices 
and culture change.

We continue to develop our Modern Compliance Framework and 
have rolled out our updated Code of Ethics and our values across 
the company and at Board level. Our Ofwat undertakings include 
developing, reporting and assuring compliance process measures, 
cultural change measures and the publication of environmental 
performance data. 

Our communication with customers during major incidents needs 
to improve and is undergoing improvement.

We are implementing our Freeze/Thaw action plan to address 
weaknesses identified and progress against the plan is already 
subject to regular assurance. These improvements are also part of 
the Incident Management IAP Action Plans that was submitted to 
Ofwat in April 2019 as part of our response to their comments on our 
business plan 2020-25.
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5.1.  Modern Compliance Framework 
and continuous improvement 
approach to assurance planning

At Southern Water we are adopting the ‘three 
lines of defence’ framework for our reporting 
governance and assurance activity. This helps 
to assure performance information by applying 
multiple levels of control. 

5. Our approach to assurance 

We apply internal controls and have improved 
processes in place to mitigate the risk of 
supplying incorrect or inaccurate information on 
all our non-financial regulatory reporting. Table 3 
describes the activities undertaken by each line 
of defence. Ultimately, all assurance activity has 
oversight from the Audit Committee and Board.

Table 3: Our application of the ‘three lines of defence’ assurance model

Lines of defence Business function Activities

First 

Business  
operations

Business management 
processes and controls

Operational and financial 
monitoring and measures

•   Developing and maintaining sound processes and controls over operations

•  Reporting financial and operational performance measures including our 
performance commitments and other external regulatory measures

• Ensuring data quality and integrity over information

• Assessing changes in risk profiles and implementing mitigating actions

•  Integrating all compliance requirements into day-to-day operations and 
monitoring adherence

Second 

Oversight  
functions

Risk and Compliance 
Directorate

Audit and risk subject matter 
experts

•  Liaising closely with the wider business to ensure activities are controlled and 
effectively operated

• Setting policy and procedures

•  Ensuring the ongoing challenge, monitoring, assurance and governance of 
business operations

• Reviewing regular and ad-hoc performance reporting

• Identifying risks and enabling risk management processes

•  Gathering industry intelligence and linking closely with regulators and 
stakeholders

• Building compliance and resilience into our water and environmental processes

• Standardising data governance and reporting

Third 

Independent 
assurance

Independent assurance 
providers

Internal audit

•  Completing reviews of processes, control monitoring, data quality and systems 
through ongoing testing and assurance of key processes using a risk-based 
approach

•  Completing third party risk-based assurance of financial and regulatory 
accounts and performance information

•  Linking closely with first and second lines of defence and activity on issues 
identified or reported

• Providing independent reports to our Board Audit Committee

The Audit Committee monitors the integrity of 
our non-financial information reported by the 
company in fulfilment of its regulatory, legal 
and environmental obligations. This includes 
information required by Ofwat, the DWI and 
the EA. The assurance plans are approved by 
the Audit Committee, which is responsible for 
overseeing and challenging the effectiveness of 
our approach.

Southern Water is committed to driving structural 
and cultural change to support the development 
of a modern, transparent and ethical compliance 
framework under our Modern Compliance 
Framework (see Figure 2).  We continue to 
significantly strengthen our performance 
monitoring capability which underpins the 
completeness and accuracy of our performance 
data and provides more confidence in the 
information we publish.
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Figure 2: Performance improvement under our Modern Compliance Framework

Regulatory 
reporting 

improvements 

Business 
assurance 

improvement 
End-to-end 

process 
mapping 

Ethical Business 
Practice & 

Code of Ethics  

Register of 
Obligations

Policy Framework

Modern Compliance 
Framework

Following on from the completion of our last 
year-end assurance processes we continued 
to see varied levels of maturity of business 
processes. 

We recognise the need for continued 
improvement and within our published Data 
Assurance Summary (July 2019) we identifi ed 
that we can make further improvements  to 
ensure that fi ndings are not repeated in future 
audits; that data quality and our controls 
environment continue to improve.

A workshop between our in-house 2nd line 
assurance team (Business Assurance) and our 
external technical assurer (PwC) identifi ed a 
wide range of items for potential improvement 
which have been developed into specifi c 
improvement work streams:

•  Improving the framework for reporting

•  Revised approach to reporting process 
documents

• Revised approach to data sheets
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•  Improving engagement by setting 
expectations of process and promise 
owners

• Set expectations of promise owners

•  Improve discipline around roles, process 
and timetable

•  Improve the assurance approach and 
ensure the reporting timetable is delivered. 
Targeted interventions for problem areas 
identified in previous audits.

To support delivery of the improvements 
mentioned above, we are currently 
implementing a number of changes to 
integrate our approach to reporting process 
improvement and assurance, including:

•  Adopting a  single approach to reporting 
process improvement and assurance 
across all of our regulators

•  Ensuring that our programme of regulatory 
assurance is proactive and risk based

•  Combining internal and external resource 
to support the risk-based programme of 
process and control improvements, controls 
monitoring and assurance.  

Our aim is to implement a risk based approach  
to assurance planning that delivers core 
assurance work required by our regulators and 
proactively target assurance at emerging areas 
of risk. The approach includes a continuous 
improvement process that takes inputs from a 
number of sources, assesses inherent risk, an 
assessment of the current level of maturity of  
our processes, controls and oversight against 
our three lines of defence and identifies required 
improvements. Each time a piece of work is 
completed the assessment can then be updated 
to understand future assurance requirements.

This moves us from delivering reactive assurance 
to following a prioritised, risk focused regulatory 
assurance plan that will underpin our annual  
plan of assurance and improvement activity.  
An outline of this approach is shown in Figure 3.

Figure 3: Continuous improvement approach to assurance planning
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Strengths and Weaknesses
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identify e�ectiveness of 
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Risk Register, known issues, 

stakeholder feedback 
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findings

Assurance plan 
and delivery

Preparation and delivery 
of a risk-based assurance 
plan, focused on ensuring 

ongoing regulatory 
compliance

Assurance 
findings

Analysis of the assurance 
findings, key themes 

and root causes

Regulatory assurance map.
Draft and Final Assurance plans.

Assurance resource plans.
Progress reporting.
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5.2. Types of assurance

Whilst the assurance requirements for our 
different regulators are different we are 
standardising our approach to the way we 
prioritise and plan assurance across all our 
non-financial regulatory reporting across our 
main regulators:

•  Ofwat

• The Environment Agency (EA)

• The Drinking Water Inspectorate (DWI)

• The Consumer Council for Water (CCW)

The focus of our work is on the provision of risk 
based second and third-line assurance over 
information that is provided to our regulators 
and the end to end processes that support 
the collection and analysis of that information.  
The range of different activity that could be 
undertaken means that each potential area of 
work will be risk assessed to ensure that work 
is focused on areas of highest risk. Table 4 
highlights the different types of assurance that 
we undertake:

Table 4: The different types of regulatory compliance assurance

Controls monitoring 
and assurance

Assurance over data 
reported to regulators

Assurance over 
regulatory action plans

Deep dive – risk and 
control maturity

Themed reviews

•  Assurance over the 
operation of specific 
controls that have 
been identified 
within Risk and 
Control Matrices and 
Ofwat Regulatory 
Compliance 
Framework 
documentation

•  Activity can range 
from control 
monitoring (the 1st 
line is operating its 
controls), through 
to evidence based 
reviews of the 
effectiveness of 
control operation

•  Evidence reviews 
to ensure effective 
control can be 
demostrated

•   Assurance over 
monthly/quarterly/
annual/event based 
informAtion provided 
to regulators

•  Mandatory 
requirement at  
year-end (Ofwat)

•  Best practice and 
risk based approach 
for assurance over 
reporting to other 
regulators

•  Risk based approach 
to whether assurance 
provision is internal 
or external unless 
otherwise prescribed

•  Specific assurance 
activity (internal and 
external) over action 
plans that have 
been agreed with 
Regulators

•  Activity can be 
driven from business 
plans and regulatory 
enforcement 
undertakings

•  Consideration of risk 
and control maturity 
around our reporting 
to regulators

•  Consideration of 
the identification of 
end-to-end  risks and 
controls

•  Aim to improve 
maturity of risk and 
control identification 
and evidence

•  Can be applied wider 
than just regulatory 
reporting and areas 
for review will be 
linked to the Register 
of Obligations and 
our Corporate Risk 
Register

•  Audits of specific 
areas of high risk 
and non-financial 
regulatory issues

•  Derived from analysis 
of areas of risk and 
weakness and our 
on-going stakeholder 
engagement

5.3.  Certification to Management 
System Standards

As part of our overall assurance approach we 
operate a range of quality systems that are 
certified, including:

•  ISO 9001 Quality Management – This is 
the standard for quality management and 
is applied in our Water Supply areas of the 
business. This ensures that regular audits 
are undertaken against agreed standards 
to highlight any areas of non-conformity.

•  ISO 14001 Environmental Management 
– This provides assurance that our 
environmental impact is being measured 
and improved.

•  ISO 17025 General Requirements for the 
Competence of Testing and Calibration 
Laboratories – This standard enables our 
partner laboratories to demonstrate that 
they operate competently and generate 
valid results, thereby promoting confidence 
in their work.

•  Mcert Certification – An Environment 
Agency standard which ensures that our 
flows monitoring equipment complies with 
all relevant regulations and best practice.
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In table 5 we outline the main 
elements of our Draft Assurance Plan 
for 2019-20. Our assurance plan is 
set out in line with our ‘three lines of 
defence’ framework of assurance as 
described in Section 5 and is also a 
response to the key risks and areas of 
weakness highlighted as an output of 
the Risks, Strengths and Weaknesses 
report outlined in Section 4.

Our Draft Assurance Plan has been focused on 
areas raised on input from our own review and:

•  Ongoing engagement with our regulators 
Ofwat, DWI and EA.

•  Input from our external assurance provider 
PwC, who have provided targeted advice 
on high risk performance reporting as 
observed in their assurance of our end of 
year reporting in 2019.

•  Ongoing customer engagement with our 
Customer Action Group and Customer 
Challenge Group (CCG).

6. Draft Assurance Plan

6.1.  Areas of risk and our Draft 
Assurance Plan 2019-20

Following both our external and internal 
engagement we believe the following areas 
be subject to a greater level of assurance, 
which is detailed in the table 5.
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Table 5: Draft Assurance Plan 2019-20

Draft assurance areas

Risk area Why? The Assurance we will be doing Established/new

Annual 
Performance 
Report (APR), 
including 
Performance 
Commitments 
and ODIs; Cost 
Assessment 
Tables and 
Shadow 
Reporting

We believe customers should be able to 
trust our reporting of our non-financial 
performance information so in our 2015–20 
business plan we committed to obtaining 
third party assurance over this non-financial 
information.

Independent external technical assurance 
providers complete reviews of our 
regulatory compliance reporting processes 
and associated data, as well as reporting 
to our Board, Executive Leadership Team 
(ELT) and the Audit Committee. This 
information is published in our Annual 
Performance report and is detailed in our 
Data Assurance Summary.

Year-end assurance – external assurance 
(PwC) and internal assurance

PwC will complete an ISAE 3000 limited 
assurance engagement.  The scope of the 
technical audit will include a conclusion as 
to whether the information audited has been 
prepared in accordance with the reporting 
criteria.

As an independent assurance provider, PwC 
identifies its own approach to conducting 
audits including its own risk assessment 
and testing methodologies to deliver its 
conclusions.

Testing of the high and critical risk data lines 
for performance commitments and the cost 
assessment tables will be performed by PwC.  
Low risk testing will be undertaken in-house.

The business processes that support our 
annual reporting are also applied to the Ofwat 
shadow reporting.

Established process 
for assuring end of 
year APR information 
provided.

This will continue for 
2019-20 information 
and into the period 
2020-25

Annual Report 
and Accounts, 
including 
financial APR 
data

We have a statutory obligation to ensure 
that our financial accounts are robust, 
accurate and complete.

Our Annual Report is the primary way 
we publish our annual performance 
information and it is made publicly 
available to all stakeholders. The annual 
report includes our statutory accounts 
and our performance over the year 
and how this compares against our 
performance commitments as well as 
broader information on our commitments 
and responsibilities to stakeholders and 
customers.

Methodology and data is subject to three lines 
of assurance with our financial auditor, Deloitte, 
performing third line assurance in accordance 
with the appropriate accounting standards.

Our financial auditors will carry out assurance 
of reported performance data and presentation 
of information and risks.

PwC undertake the assurance of the non-
financial information that is provided to Ofwat 
and that is included in the Annual Performance 
Report.

Established process 
which will continue 
taking account of any 
evolving regulatory 
requirements.

Reporting to the 
EA

Historic and ongoing investigations into 
our reporting to the EA means that we 
are under significant scrutiny over the 
information we provide. A programme of 
information management improvements is 
being delivered as part of our Environment+ 
programme. 

All regulatory reports provided to the EA will be 
subject to first line controls.

Areas of reporting that have been analysed 
as higher risk will be subject to second line 
assurance.

Improvements to our spill reporting to the EA 
will be subject to external assurance as part of 
our Ofwat S19 Undertaking.  

Established 
Approach

Reporting to the 
DWI

Reporting issues have highlighted the 
need to improve our reporting to the DWI.  
This was reflected in a Section 18 Final 
Enforcement Order on data management. 
Considerable effort has been made in 
documenting processes, risks and controls 
over our reporting and the monitoring of 
first line controls is being embedded.

We will perform second line assurance over 
the embedded processes, risks and controls to 
ensure effective first line controls are operating 
and that they can be evidenced.
All regular reports provided to the DWI will be 
subject to first line control and will also be the 
subject of second line assurance. 

Established 
Approach

Annual Report to 
CCWater

CCWater is the statutory customer 
representative body for the water industry.  
We want to ensure that the information 
provided to them on a quarterly and annual 
basis is accurate.

Much of the information provided in the 
returns comes from our Ofwat Performance 
Commitments – this data is assured under our 
annual APR assurance processes (see above).
Where the information falls outside of this we 
will undertake second line assurance.

Established 
Approach

Initial 
Assessment of 
Plans (IAP) and 
Transformation 
Action Plans

The business has agreed to a range of 
plans that are reported to Ofwat as a 
requirement of our AMP7 business plan 
process:

• Performance Commitment Monitoring

• Incident Monitoring

• Resilience

• Drainage and Wastewater Management

Second line assurance is undertaken to provide 
a maturity assessment over the implementation 
of the agreed actions, in the Plans.

Third line assurance is then undertaken to 
challenge and confirm the outcome of the 
second line assurance and report to Ofwat, our 
Board and Customers.

New for 2019-20 
and will continue to 
be reported through 
2020-21

Continued on next page...
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Table 5: Draft Assurance Plan 2019-20 (continued)

Draft assurance areas

Risk area Why? The Assurance we will be doing Established/new

Regulatory 
actions

During the year our regulators may require 
us to respond to queries and reports.

We will consider during the year whether 
there is a need to any specific assurance that 
is required in response to actions and reports 
from our regulators.

Ongoing

DWI regulatory 
enforcement

Southern Water has been subject to a 
number of enforcement actions with the 
DWI. This has resulted in a range of actions 
needing to completed and evidenced to 
the DWI.

Second line assurance is undertaken to confirm 
and track the implementation of the agreed 
actions, and to ensure progress is aligned to 
the requirements of the DWI and supported by 
appropriate evidence.

In place for our S18 
Data Management 
Final Enforcement 
Order and our 
S19 Information 
Management 
Undertaking with  
the DWI. 

Ofwat 
undertakings

In June 2019, Ofwat issued a notice to 
impose a penalty on Southern Water 
following their investigation which 
highlighted significant failings relating 
to the management, operation and 
performance of our Wastewater Treatments 
Works. As a result, Southern Water has 
committed to implement a range of 
financial and non-financial measures 
(‘Undertakings’). 

Southern Water is required to report progress 
against Undertakings on a half yearly basis 
over the next five years.
Ongoing assurance will be completed and 
progress reported to the Board and Ofwat. 

New in 2019–20 and 
will continue until 
2024.

Process 
improvement 
programme

We have identified the need to improve 
the documentation of our end to end 
processes that support our regulatory 
reporting. As well as undertaking assurance 
we need to ensure that our processes, 
risks and controls are clearly identified and 
understood. This underpins our ability to 
produce information that we can all have 
confidence in and is a key foundation of 
being able to deliver robust regulatory 
reporting. 

Work to date has focused on process 
improvement in water quality reporting and 
wastewater treatment compliance. These 
improvements are both reported through 
as part of our Water First and Environment+ 
transformation programmes.

We take a risk based approach to determining 
which areas of the business need to have their 
processes mapped and their risks and controls 
documented.  Our work to date has focused on 
high risk reporting in our water and wastewater 
business. We are now implementing a risk 
based programme of improvements influenced 
by our Register of Obligations and our wider 
corporate risk framework. Prioritisation of 
the programme will take into account both 
the inherent and residual risk of regulatory 
reporting. 

Our approach is:

•  Work with Process Owners to document their 
current process and controls

•  Produce a risk and control matrix to capture 
risks and controls

•  Establish a controls monitoring regime to 
ensure that the documented controls are 
operated

Once this is embedded we can then move 
to second line assurance over the controls 
operation. We have worked to this level of 
maturity in our water quality. 

Established 
Approach

Themed review – 
outage, leakage 
and supply 
demand balance

Our regulators have expressed concern 
over our treatment works outage 
performance, underperformance against 
our five year leakage target and potential 
supply-demand imbalance. We also 
reported in 2018–19 a reduction in our 
security of supply index from 100 to 98. 
They have set expectations that they 
expect us to meet following the Southern 
Water WRMP14 2019 annual review. 

We will undertake detailed end to end 
process assurance over the risks and controls 
associated with the production of our outage, 
leakage and security of supply information, 
building on work that has previously been 
undertaken.

In addition we will pay particular attention to 
ensuring compliance with our regulators’ action 
requirements identified in the Southern Water 
WRMP14 2019 annual review letter.

New

Theme review – 
water quality

We have completed a large amount of 
work to ensure that our processes risks 
and controls have been documented in 
this area and that there is now an effective 
regime of controls monitoring. This has 
been reported in detail to the DWI as part 
of the S18 Final Enforcement Order on Data 
Management. 

We will undertake assurance to ensure that the 
controls that are now being operated can be 
evidenced.

New

Continued on next page...
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Table 5: Draft Assurance Plan 2019-20 (continued)

Draft assurance areas

Risk area Why? The Assurance we will be doing Established/new

Themed 
review – WWT 
compliance, 
pollution spills 
and flows

Our year-end assurance activity focuses 
on the final reported number we report 
internally and to Regulators.  We have 
identified that some data areas need 
to have assurance undertaken over the 
controls (first line) that are in place higher 
up the data flow process, including where 
we are dependent on our field staff for 
initial event recording, or automated event 
recording. This work will be a key input into 
end to end process work as part of the S19 
undertaking with Ofwat.

Assuring the data process from the start will 
give us additional confidence that the results 
we publish are accurate and reliable.

The assurance approach will be to undertake 
a deep-dive methodology to document risks 
and controls and ensure their operation can be 
evidenced.

New

Themed review – 
abstraction

We have identified there is scope to 
improve our data and compliance with 
the agreed standards of abstraction 
measurement, monitoring and reporting 
to ensure compliance with our abstraction 
licences and reporting requirements. Our 
year-end assurance activity focuses on the 
final reported number we report internally 
and to Regulators. We will make further 
improvements to controls for more frequent 
monitoring and reporting. 

Assuring the data process from the start will 
give us additional confidence that the results 
we publish are accurate and reliable.
The assurance approach will be to undertake 
a deep-dive methodology to document risks 
and controls and ensure their operation can be 
evidenced.

New

Themed review 
– GSS

Our assurance over the 2018-19 data 
identified that there is scope to improve 
our data and compliance with the agreed 
standards in this area.

We have included within our transformation 
plan a review of our Customer Charter and 
the policy, procedures and monitoring in 
relation to appointments, which will focus on 
identifying past, current and future compliance 
with the Guaranteed Service Standards 
(GSS) regulations and further improving the 
customer experience. This review has provided 
confirmation that appointments have not been 
made in full accordance with GSS in the current 
year and in 2018–19; we are extending the 
review to ascertain whether any prior years 
are affected.  The processing of GSS payments 
to all affected customers is in progress 
and immediate improvements have been 
implemented to ensure ongoing compliance.

We will undertake second/third line assurance 
over the outcomes of this improvement project 
and ensure that we can demonstrate ongoing 
compliance.  

New

Themed review 
– C-Mex and 
D-Mex

The start of AMP7 will introduce new 
reporting measures that will only previously 
been reported as shadow metrics at the 
end of AMP6. Chief amongst there are two 
measures C-Mex and D-Mex and are key 
indicators of our customer performance.  
As such they are of key interest to both 
Ofwat and CCW. 

We will undertake detailed end to end 
process assurance over the risks and controls 
associated with the production of these new 
measures.

This will constitute a deep dive in the risk and 
controls and the evidence that supports the 
operation of the controls.

New

Themed – 
customer 
services

We have made changes to our customer 
service arrangements. The information 
collected at this initial point of contact with 
our customers is critical in some areas of 
our reporting and is a key issue when trying 
to build trust with customers.

We will undertake second line assurance and/
or improvement activity to ensure that the risks 
and controls associated with the collection of 
customer contact information is robust and 
accurate.

New

Bioresources Ofwat requires wastewater companies 
to publish annual information relating 
to the bioresources market, including 
bioresources market information and 
bioresources market activity information 
(the latter is published in the company’s 
Annual Performance Report).

As Ofwat requires us to publish our annual 
information relating to the bioresources 
market, this will be subject to third line external 
assurance.

Established 
Approach

Water company 
charges

Ofwat expects that all water companies are 
transparent about how they set charges 
and we are expected to comply with all 
statutory obligations.

Ofwat has issued an Information Notice in 
this area in October 2019.

We will undertake second line assurance and/
or improvement activity to ensure that we 
are compliant with the requirements of the 
Information Notice.

Previous assurance over water company 
charges has been provided by an external 
assurer.

Established 
Approach
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We invite responses to this document by  
31 January 2020.

You should send any comments to: 
regassurance@southernwater.co.uk.    


